Conference program “IT Security for the New Generation”, 28-29 April 2009

27.04.2009

28.04.2009

Arrival at the “lzmailovo Hotel”

28.04.2009. First day
Arrival at Kaspersky Lab: 1st VVolokolamsky Proezd, 10/1

9:30-10:00

10:00-10:20

10:00-10:05
10:05-10:10
10:10-10:15
10:15-10:20

10:20-11:30

10:20-11:15

Registration and refreshments

Welcome coffee
Conference opening ceremony (Conference hall 4-15)

Welcome by Kaspersky Labs and the partners of the conference.

Eugene Buyakin, Chief Operating Officer

Svetlana Efimova, Head of educational programs Kaspersky Labs HQ
Alexey Skuratov, deputy vice — president “Informika”

Yuliya Shashkova, educational programs manager, Softline

Presentations:

Methods used to detect and prevent computer threats
e Andrey Barinov, “Methods of detecting and preventing insider computer threats in local area networks (LAN)”
e Sergey Golovanov, “Creating a methodology for recognizing malware network connections”
e Konstantin Roy, “Protection of software products: methods of obfuscating and deobfuscating a program code. Debfuscation of
harmful code written on JavaScript”
e Yoney Kirsal, Orhan Gemikonakli, «Analysing the Kerberos timed authentication protocol using CSP-RANK funktions»



11:20-11:30 Educational projects (training programs and methods) in computer security
e Azizyan Nina, “Educational software system for research into methods of the cryptographic protection of information”

11:30-11:40 Coffee-break (hall 4 floor)

11:40-14:00 Presentations:

Computer crime
e Svetlana Paramonova, “Transnational Cybercrimes: Problems of Jurisdiction and Peculiarities of Solutions According to the
11:40-12:15 Legislation of Russia and Germany”
e Andrey Zavodskov, “Computer crime”
e Imran Askerniya, “Perceptions of national Cyber law: Pattern recognition in Human groupings”

Computer threats and threats targeting mobile devices
12:20-12:45 e Artem Knyazev, Sturov Alexey, “Safety of Ajax-appendices”
e Chuluun Erdenebat, “Voidman virus comprehensive analysis”

Cryptography and its relevance today
12:50-13:15 ¢ Nikolay Goncharov, “ Symmetric and asymmetric encryption”
o Elena Sergeeva, “ Method of protecting a closed key with cryptographic authentication in systems of remote training”

Spam: detecting spam with and without content analysis. Phishing
13:20-13:45 e Liana Ermakova, “The automated content-analysis of spams messages in various languages. A conceptual analysis”
e Oleg Chuvilo, “Detection of phishing web pages without using blacklist’s”

Analyzing and testing modern means of protection
e Maxim Prihodko, “The computer virus as an instrument for analysing and modifying modern security systems”

15:30-16:20 Presentations:

13:50-14:00



Economic models and analytical aspects of IT security
e Varvara Semenihina, “Economic models and analytical aspects of information safety”
e Mikhail Smirnov, “Method for estimating the economic efficiency of introducing cryptographic systems”
e Tasiya Kurnavina, “Some approaches to a substantiation of expenses for system of information safety”

15:30-16:10

16:30-16:40 Coffee-break (hall 4 floor)

16:40-18:00 Excursion around the Kaspersky Lab office

18:00 -21:30 Conference Championship - Bowling at “Planet bowling — Izmailovo”

29.04.2009. Second day

10:40-11:00 Welcome coffee (Kaspersky Labs HQ: 1-th VVolokolamsky proezd., 10/1, 4 floor, Conference hall 4-15)
11:00-11:30 Presentation “ Kaspersky Labs”, Eugene Buyakin, COO

11:30-12:40 Seminar «Detecting of computer threats», Timur Biyachuev, development group manager.

12:40-13:00 “Protected or Perplexed? The challenge of usable security” Steven Furnell, Professor, the Center for Information Security &
| | Network Research at the University of Plymouth in the United Kingdom

13:00-13:10 Coffee-break (hall 4 floor)

13:10-14:00 Conference Award Ceremony (Eugene Buyakin and Svetlana Efimova)

15:00-19:00 Excursion

19:00-21:00 Departure / Concert BriefLove (KL Jazz band), (“Samolyot” Club, Moscow, Presnensky val 14/1.



